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UY BAN NHAN DAN CONG HOA XA HQOI CHU NGHIA VIET NAM

QUAN 10 Doc 1ap - Tu do - Hanh phic
S6: 376 /KH-UBND Qudn 10, ngay 43 thdng /0 nim 2023
KE HOACH

Hanh dong trién khai thwe hién Chién lwgc An toan, An ninh mang quoc gia,
chi dong rng pho véi cac thach thire tir khong gian mang dén nim 2025,
tam nhin 2030 trén dia ban Quan 10

Thyc hién quy dinh phap luét vé an toan théng tin mang, an ninh mang;
Quyét dinh sb 964/QD-TTg ngay 10 thang 8 nam 2022 cta Thu tuéng Chinh phi
phé duyét Chién lugc An toan, An ninh mang qudc gia, chu dong ung pho véi cac
thich thirc tir khéng gian mang dén nam 2025, tam nhin 2030; Quyet dinh s
566/QD-BTTTT ngay 06 thang 4 ndm 2023 cua B9 ‘Thong tin va Truyén thong ban
hanh Ké hoach hanh dong trién khai thuc hién Chién luoc An toan, An ninh mang
quoc gia, chu dong tmg pho vi cde thach thire tir khong gian mang dén nam 2025,
tam nhin 2030; K& hoach so 3131/KH-UBND ngay 07 thang 7 nam 2023 cta Uy
ban nhan dén Thanh phd vé Hanh dong trién khai thuc hién Chién luge An toan,
An ninh mang quoc gia, chu dong ng pho voi céac thach thirc tir khong gian mang
dén nam 2025, tdm nhin 2030 trén dia ban Thanh phd Hb Chi Minh.

Uy ban nhén dén Quan 10 ban hanh Ké hoach Hanh dong trién khai thuc
hién Chién luoc An toan, An ninh mang quoc gia, chi dong Ung pho véi céc thach
thuc tir khong gian mang dén nam 2025, tam nhin 2030 trén dia ban quan voi cac
ndi dung chu yeu sau:

I. MUC PICH, YEU CAU
1. Muc dich

- Quén triét sau séc, to chtre thuc hién day du, c6 hiéu qua cac nhiém vu
duoc giao tar Quyét dinh sb 964/Qb-TTg ngay 10 thang 8 ndm 2022 cua Thu
tuong Chinh phu; Quyet dinh s6 566/QD-BTTTT ngay 06/4/2023 ctia Bo Thong
tin va Truyén thong; K& hoach sé 3131/KH-UBND ngay 07 thang 7 nam 2023 cua
Uy ban nhéan dan Thanh phd.

- Tap trung day manh tng dung céng nghé thong tin trén cac linh vye gén
voi bao dam an ninh, an toan thong tin trong xdy dung chinh quyén sb, kinh té sd,
x4 hoi s, thuc hién t6t chién luoc nhim nang cao nang luc an toan, an ninh mang.

- Thuc déy, khuyen khich, tao diéu kién cho Nhéan dan va doanh nghiép trién
khai Chién litgc nham nang cao nang luc an toan, an ninh mang trong qua trinh
chuyen d6i so, tham gia xay dung chinh quyén sb, phat trién kinh té s, x4 hdi sb.
Khuyén Kkhicli cac doanh nghigp, dac biét la cac doanh nghiép trong linh vuc thong

tin, truyén thing, khoa hoc cong nghé tich cuc dau tu, tham gia bao dam an ninh,
an toan thong tin.



2. Yéu cau

- Bao dam trién khai kip thoi, dong bo, khoa hoc va hiéu qua cac nhiém vy;
xac dinh 16 cdc cong viéc, phan cong trach nhiém thyc hi¢n cu thé; chu dong giai
quyét kip thoi nhitng khé khin, vuéng méc trong qué trinh thuc hién dam bao hoan

thanh céc nhiém vu dé ra.

- Nang cao nhén thtrc ctia nguoi ding dau va doi ngii cong chire, vién chre,
ngudi lao dong vé bao dam an ninh, an toan thong tin trong qua trinh chuyén dbi sb

va xay dung do6 thi thong minh.

- Bam bao su phdi hop chit ché, hiéu qua, kip thoi gilta cac co quan, don vi

trong trién khai thuc hién nhiém vu.

I1. CHI TIEU:

TT

No§i dung chi tiéu

Ké hoach
2023

Ké hoach
2024

Muc tieu
2025

Ty 1¢ hé thong thong tin cap do
3,4, S,duqc phan loai va bao vé
theo cap do.

80%

90%

100%

Ty 1& hé thong thong tin trién
khai day du phuong &n bdo vé
theo Ho so dé xuét cap do da
dugc phé duyét

80%

90%

100%

Ty 1€ may chu, may tram trong
co quan nha nude cai dit phong,
chdng ma doc va chia sé thong
tin voi Trung tdm Gidm sat an

toan khong gian mang qudc gia
(NCSC)

100%

100%

100%

Ty 1€ IP botnet trong co  quan
nha nudc duoc phat hién, canh
bdo va xur ly, loai bo ma doc

100%

100%

100%

Ty 1¢ hé thdong thong tin cua co
quan nha nu6e duge gidm sat
truc t1ep va két ndi chia sé dix
liéu véi Trung tAm Gidm sat an

toan khong gian mang qudc gia
(NCSC)

100%

100%

100%

Ty 1é hé thong thong tin cua co
quan nha nudc da dugc kiém tra,
danh gié an toan thong tin

100%

100%

100%




Ké hoach | Ké hoach Muc tiéu

TT NOi dung chi tieu 2023 2024 2025
Ty 1€ c4c hé thong thong tin clia
7 | coquan nha nude c6 phuong an 100% 100% 100%

g ctu x1r 1y su ¢b tan cong
mang

I11. NOI DUNG THU'C HIEN

1. Tuyén truyén ning cao nhéin thirc, phd bién kién thirc vé an toan
thong tin.

- Noi dung:

+ Tuyén truyén, tao chuyén bién manh mé, nang cao nhan thic va hanh dong
vé cong tac bao dam An toan, An ninh mang trong cac co quan, don vi, doanh
nghiép va Nhan dan trén dia ban quan.

+ Phat trién céc hinh thirc tuyén truyén, nang cao nhan thirc va phd bién kién
thirc vé an toan thong tin cho ngudi stt dung, bao vé dit liéu c& nhan.

- Don vi chu tri: Phong Van héa va Thong tin.
- Bon vi phéi hop: cac co quan, don vi trén dia ban quan.
- Thot gian thue hién: Thuong xuyén.

2. Xdy dung nguon nhan lwc hoat dong vé an toan thong tin, an ninh
mang trén dia ban quan.

- No6i dung:
+ Phat trién mang ludi Gmg pho, khéc phuc su cd mét an toan thong tin, an

ninh mang, ph01 hop chit ché véi cic co quan, to chire, ca nhan trong tng pho,
khéc phuc sur ¢ an toan thong tin, an ninh mang.

+ Tap huan vé an toan thong tin, an ninh mang cho can bd, cdng chuc trén
dia ban quan.
- Pon vi ch tri: Van phong Uy ban nhéan dan quan.

- Pon vi phdi hop: Céng an Quan 10, Phong Noi vu, Phong Van héa va
Thong tin.

- Thot gian thuc hién: 2023 - 2025.
3. Bio vé chii quyén qubc gia trén khong gian mang
- Noi dung;:

+ Phat hién va déu tranh kip thoi véi cdc loai toi pham mang, bao vé quyén
va loi ich cta céc t6 chic va ca nhan khi tham gia khong gian mang,.



+ T6 chie, phdi hop kiém soat, ngan chan, loai bo thong tin x4u doc, tin

don, tin gia, tuyén truyén xuyén tac, bia dat, vi pham phap luat trén khong gian
mang.

+ Tham muu xdy dung van ban quy dinh bién phap thyc hién nhiém vu an
ninh qudc phong trén khong gian mang.

i Xay dung nang luc ty chu, phan Gng trude céc hoat dong xam pham chu
quyén qudc gia trén khong gian mang.

- Don vi chu tri: Cong an Quén 10.
-DPon vi phéi hop: Ban chi huy Quéan su Quan 10.
- Thoi gian thuc hién: Thuong xuyén.
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4. Bao v¢ ha tang so, nén tang so, dir liu so, co s& ha tang khong gian
mang

- Noi dung:

+ Tham gia dién tap thuc chién an toan thong tin mang theo ké hoach cta
thanh phé.

+ Dinh ky t6 chiic ra quét ma doc, kiém tra dénh gid an toan thong tin
chuyén sau tai cac don vi.

+ Thuc hién nghiém tic céc quy dinh phap luat vé bao vé an ninh mang; Xac
dinh cép do va trach nhiém bao dam an toan hé théng thong tin theo tung cap do
trude khi dua vao str dung.

+ Chu dong giam sat, kip thoi _phat hién nguy co mét an toan, an ninh mang
trong qué trinh thi cong, lap dat thiét bi trong céc hé thong thong tin. Uu tién st
dung san pham, giai phap an toan, an ninh mang Make in Viet Nam.

+ Pau tu ngudn luc, thuong xuyén nang cap hé théng, cap nhét ban quyén,
nang cao nhan thirc va k§ nang an toan, an ninh mang cho can bo, cong chire, vién
chuc va nguoi lao dong.

+ T6 chic didu phéi mang luéi ting pho, khic phuc su ¢b an toan, an ninh
thong tin, phdi hop chat ché véi céc co quan, don vi trong tmg pho, khic phuc su
c0 an ninh mang

+ Trién khai céc bién phap phong ngra, dau tranh, xr Iy hanh vi xdm pham
an ninh mang, hoat dong cua cac d6i tugng, thé lyc thu dich sir dung khong gian
mang xam pham cht quyén, loi ich, an ninh quéc gia, trat tu an toan x3 hoi tai

Quan 10.
- Pon vi chti tri: Van phong Uy ban nhan dan quan.
- Pon vi phéi hop: Céc co quan, don vi thude quan.

- Thoi gian thuc hién: Thuong xuyén.



5. Tao lap niém tin so, xay dung moi trwong mang trung thwe, vin
minh, lanh manh; phong chong vi pham phap luat trén khong gian mang.

- Noi dung:

+ Giam sat, phat hién va phdi hop véi co quan chtrc nang va cac doanh
nghiép nén tang sb xu ly tin gia, thong tin vi pham phép ludt trong pham vi quan

ly.
+ Phat trién cac trang thong tin dién tu, trang mang x4 hoi, tai khoan trén

mdi trudng mang uy tin, nhiéu tuong tac dé tuyén truyen dinh hudng thong tin, du
luén va phan bac hiéu qua cic thong tin tidu cuc vé dat nude, con ngudi Viét Nam.

- Chu tri thue hién: Phong Van héa va Thong tin.

- Phéi hop thuc hién: Cac co quan, don vi thudc quan, Uy ban nhan dan 14
phuong.

- Thoi gian thue hién: Thuong xuyén.

6. Nang cao hiéu qua cong tac quan Iy Nha nwée vé an toan thong tin,
an ninh mang trong cac co quan, don vi, doanh nghiép.

- Noi dung:

+ Ra soat, cdp nhat quy dinh hoat dong bao dam an toan thoéng tin, an ninh
mang tai don vi.

+ St dung va quan ly khoa bi mat (USB token) cua chir ky s, dich vu chimg
thue chit ky s6 chuyén dung Chinh phu, chimg thu sO, cac giai phap ma hoa cia
Ban Co yéu chinh phu theo ding quy dinh.

& Ket ndi, chia sé thong tin véi Trung tdim Gidm sit an toan khong gian
mang quéc gia.

+ Kiém tra, danh gia va tong hop bdo cdo vé tinh hinh, két qua trién khai
Chién lugc.

- Don vi chu tri: Vian phong Uy ban nhéan dan quan.

- Pon vi phéi hop: Céc co quan, don vi thude quan, Uy ban nhan dan 14
phuong.

- Thot gian thuc hién: Thuong xuyén.

7. Bao dam ngén sich cho hoat dong an toan thong tin, an ninh mang
hang nam

- T6i thiéu 10% kinh phi chi cho khoa hoc cong nghé, chuyén doi sb, ung
dung cong ngh¢ thong tin dé thuc hién cong tac an toan thong tin hang nam.

- Pon vi cht tri: Phong Tai chinh — Ké hoach quén.

- Don vi phéi hop: Cong an quén, Vin phong Uy ban nhan dan quan, Phong
Vin héa va Thong tin.

- Thoi gian thuc hién: Hang nam.



IV. TO CHUC THU'C HIEN
1. Phong Van hoa va Thong tin

- Chu tri theo ddi, don doc céc co quan, don vi trién khai thuc hién céc
nhiém vy vé an toan thong tin mang duoc giao tai Ké hoach.

- Tham muu day manh hoat dong bao dam an toan thong tin mang; gan ket
cong tac bao dam an toan thong tin mang véi cong tac trién khai chuyén déi sé,
ung dung cong ngh¢ thong tin, phat trién Chinh quyén dién tr hudng t6i Chinh
quyén sb, phat trién do thi thong minh, kinh té s6 va xa hoi sd.

- Chu dong ra soat, phat hi¢n va xtr ly hodc dé xuat, phéi hop véi cac co
quan chitc ning cé thdm quyén xur ly thong tin vi pham phap luat trén mdi truong
mang thudc linh vuc an toan théng tin mang.

2. Cong an quan

- Chu tri theo d&i, don doc cac co quan, don vi, dia phuong trién khai thuc
hién c4c nhiém vu vé an ninh mang duoc giao tai Ké hoach nay.

- Tham muu ddy manh hoat dong bao dam an ninh mang; tudn thu tiéu
chuan, quy chuan ky thuét, huong dan nghiép vu ctia Bo Cong an va quy dinh cua
phap luat vé an ninh mang; gan két cong tac bao dam an ninh mang vdi cong tac
trién khai chuyén ddi sb, Ung dung cong ngh¢ thong tin, phét trién chinh quyén
dién tir hudng t6i chinh quyén so6, phat trién d6 thi thong minh, kinh té s va xa hoi
50.

- Chu dong ra soat, phat hién va xu ly hoic dé xuét, phdi hop véi céc co
quan chic niang c6 thdm quyén xu 1y thong tin vi pham phép ludt trén moi truong

mang thugc linh vue an ninh mang; tang cuong hoat dong thanh tra, kiém tra, cong
bd va xir ly nghiém céc hanh vi vi pham.

- Chu dong theo déi, don ddc, kiém tra cac co quan, don vi trong viéc trién
khai thuc hién cac yéu cau, nhiém vu da duoc dé ra trong K¢é hoach.

3. Ban Chi huy quan sy quan

- Chu tri, ph01 hop céc don vi lién quan thuc hién theo chirc nang nhiém vu
trong bao vé Té quc trén khong gian mang.

- Bao dam an toan thong tin, an ninh mang cho cac hé thong thong tin quan
su trong pham vi quan ly.

- Thuc hién phong ngtra, ing pho, xur Iy cdc nguy co, thach thic tir khong
gian mang theo chtrc nang, nhiém vu dugc giao.

4. Van phong Uy ban nhin dan quin

Chu tri, phdi hop cac don vi lién quan nang cao hiéu qua cong tac quan ly
Nha nudc vé an toan thong tin, an ninh mang trong cac co quan, don vi trén dia
ban quan.



5. Phong Tai chinh — Ké hoach

Bao dam kinh phi dé thuc hién cac nhiém vu ctia Ké hoach theo quy dinh
cua phap ludt vé ngén sach Nha nudc.

6. Uy ban nhan dan 14 phuong
- T6 chue, phé)i hop trién khai thuc hién cac nhiém vu theo Ké hoach.

- Uu tién bd tri nguon luc (nhan luc, kinh phi) va didu kién dé trién khai hoat
dong bao dam an toan, an ninh mang trong hoat dong ndi bd ctia co quan, don vi
va linh vuc quan ly.

IV. CHE PQ THONG TIN, BAO CAO

- P& nghi céac co quan, t6 chie dinh ky hing nim béo co két qua thuc hién
(trude ngay 05/11) vé Uy ban nhan dan Quan (thong qua Phong Van hoa va Thong
tin) dé tong hop, tham muu bao céo Uy ban nhan dan Thanh phé.

- Trong qua trinh trién khai thuc hién, neu c6 van dé phét sinh, khé khan,
vudng mac, cac co quan, don vi kip thoi dé xuét trinh Uy ban nhén dan quan chi
dao, giai quyét.

Trén day 1a Ké hoach hanh dong trién khai thyc hién Chién lugc An toan, An
ninh mang quoc gia, chu dong ung pho véi cac thach thirc tir khong gian mang dén
nam 2025, tam nhin 2030 trén dia ban quan, yéu cau céc don vi ¢ lién quan
nghiém tac thuc hién./. }j,,,

Noi nhin: KT.CHU TICH
- S6 TT&TT; ' [
- TTQU;

- TTUB: CT, cac PCT;
- VPUB: C.VP/TH;

- Nhu tai muc III;

- Luu: VT, VH&TT.
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