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KE HOACH
> X r * rHanh dong trien khai thuc hien Chien luoc An toan, An ninh mang quoc gia, 
chu dong ling pho voi cac thach thuc tir khong gian mang den nam 2025, 

tam nhin 2030 tren dja ban Quan 10

Thuc hien quy dinh phap luat ve an toan thong tin mang, an ninh mang; 
Quyet dinh so 964/QD-TTg ngay 10 thang 8 nam 2022 cua Thu tuang Chinh phu 
phe duyet Chien luge An toan, An ninh mang quoc gia, chu dong ung pho vdi cac 
thach thuc tu khong gian mang den nam 2025, tam nhin 2030; Quyet dinh s6 
566/QB-BTTTT ngay 06 thang 4 nam 2023 cua Bo Thong tin va Truyen thong ban 
hanh Ke hoach hanh dong trien khai thuc hien Chien luge An toan, An ninh mang 
quoc gia, chu dong ung pho voi cac thach thuc tir khong gian mang den nam 2025, 
tam nhin 2030; Ke hoach so 3131/KH-UBND ngay 07 thang 7 nam 2023 cua Uy 
ban nhan dan Thanh pho ve Hanh dong trien khai thuc hien Chien luge An toan, 
An ninh mang quoc gia, chu dong ung pho voi cac thach thuc tir khong gian mang 
den nam 2025, tam nhin 2030 tren dia ban Thanh pho Ho Chi Minh.

Uy ban nhan dan Quan 10 ban hanh Ke hoach Hanh dong trien khai thuc 
hien Chien luge An toan, An ninh mang quoc gia, chu dong ung pho voi cac thach 
thuc tir khong gian mang den nam 2025, tam nhin 2030 tren dia ban quan voi cac 
noi dung chu yen sau:

I. MUG DICH, YEU CAU
1. Muc dich
- Quan triet sau sac, to chirc thuc hien day du, co hieu qua cac nhiem vu 

dugc giao tai Quyet dinh so 964/QB-TTg ngay 10 thang 8 nam 2022 cua Thu 
tuang Chinh phu; Quyet dinh so 566/QB-BTTTT ngay 06/4/2023 cua Bo Thong 
tin va Truyen thong; Ke hoach so 3131/KH-UBNB ngay 07 thang 7 nam 2023 cua 
Uy ban nhan dan Thanh pho.

r
- Tap trung day manh ung dung cong nghe thong tin tren cac llnh vuc gan 

voi bao dam m ninh, an toan thong tin trong xay dung chinh quyen s6, kinh te s6, 
xa hoi so, thuc hien tot chien luge nham nang cao nang luc an toan, an ninh mang.

- Thuc day, khuyen khich, tao dieu kien cho Nhan dan va doanh nghiep trien 
khai Chien luge nham nang cao nang luc an toan, an ninh mang trong qua trinh 
chuyen doi so, tham gia xay dung chinh quy6n so, phat trien kinh te so, xa hoi s6. 
Khuyen khicl i cac doanh nghiep, dac biet la cac doanh nghiep trong llnh vuc thong 
tin, truyen thong, khoa hpc cong nghe tich cue dau tu, tham gia bao dam an ninh, 
an toan thong tin.
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2. Yeu cau
- Bao dam trien khai kip thdi, dong bo, khoa hoc va hieu qua cac nhiem vu; 

xac dinh r5 cac cong vice, phan cong trach nhiem thirc hien cu the; chu dong giai 
quyet kip thoi nhung kho khan, vuang mac trong qua trinh thuc hien dam bao hoan 
thanh cac nhiem vu de ra.

- Nang cao^ nhan thuc cua ngudi dung dau va doi ngu cong chuc, vien chuc, 
ngudi lao dong ve bao dam an ninh, an toan thong tin trong qua trinh chuyen doi so 
va xay dung do thi thong minh.

- Bam bao su phoi hop chat che, hieu qua, kip thdi giua cac co quan, don vi 
trong trien khai thuc hien nhiem vu.

II. CHI TIEU:

Ke hoach 
2023

Ke hoach 
2024

Mac tieu 
2025

TT Noi dung chi tieu

Ty le he thong thong tin cap do 
3, 4, 5 dugc phan loai va bao ve 
theo cap do.

1 80% 90% 100%

Ty le he thong thong tin trien 
khai day du phuong an bao ve 
theo Ho sa de xuat cap do da 
dugc phe duyet

2 80% 90% 100%

Ty le may chu, may tram trong 
co quan nha nude cai dat phdng, 
chdng ma doc va chia se thong 
tin vdi Trung tarn Giam sat an 
toan khdng gian mang qude gia 
(NCSC)

3 100% 100% 100%

Ty le IP botnet trong ca quan 
nha nude dugc phat hien, canh 
bao va xu ly, loai bd ma dgc

4 100% 100% 100%

Ty le he thong thong tin cua co 
quan nha nude dugc giam sat

t r r r

true tiep va ket noi chia se du 
lieu vdi Trung tarn Giam sat an 
toan khdng gian mang qude gia 
(NCSC)

5 100% 100% 100%

Ty le he thong thong tin cua co 
quan nha nude da dugc kiem tra, 
danh gia an toan thong tin

6 100% 100% 100%
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Ke hoach 
2023

Ke hoach 
2024

Muc tieu 
2025TT Noi dung chi tieu

Ty le cac he thong thong tin cua 
co quan nha niroc co phuong an 
ung cun xu ly sir co tan cong 
mang

7 100% 100% 100%

III. NOI DUNG THl/C MEN • • •

1. Tuyen truyen nang cao nhan thiic, pho bien kien thuc ve an toan
thong tin.

- Noi dung:
+ Tuyen truyen, tao chuyen bien manh me, nang cao nhan thuc va hanh dong 

ve cong tac bao dam An toan, An ninh mang trong cac co quan, don vi, doanh 
nghiep va Nhan dan tren dia ban quan.

+ That trien cac hinh thuc tuyen truyen, nang cao nhan thuc va pho bien kien 
thuc ve an toan thong tin cho nguoi su dung, bao ve du lieu ca nhan.

- Don vi chu tri: Phong Van hoa va Thong tin.
- Don vi phoi hop: cac co quan, don vi tren dia ban quan.
- Thbi gian thuc hien: Thudng xuyen.
2. Xay dung nguon nhan lure boat dong ve an toan thong tin, an ninh 

mang tren dja ban quan.
- Noi dung:
+ Phat trien mang luoi ung pho, khac phuc su co mat an toan thong tin, an 

ninh mang, phoi hop chat che voi cac co quan, to chuc, ca nhan trong ung pho, 
khac phuc su co an toan thong tin, an ninh mang.

+ Tap huan ve an toan thong tin, an ninh mang cho can bo, cong chuc tren 
dia ban quan.

- Don vi chu tri: Van phong Uy ban nhan dan quan.
A

- Don vi phoi hop: Cong an Quan 10, Phong Noi vu, Phong Van hoa va
Thong tin.

- Thbi gian thuc hien: 2023 - 2025.
3. Bao ve chii quyen quoc gia tren khong gian mang
- Noi dung:

+ Phat hien va dau tranh kip thbi voi cac loai toi pham mang, bao ve quygn 
va loi ich cua cac to chuc va ca nhan khi tham gia khong gian mang.



4

+ To chuc, phoi hop kiem soat, ngan chan, loai bo thong tin xau doc, tin 
don, tin gia, tuyen truyen xuyen tac, bia dat, vi pham phap luat tren khong gian 
mang.

+ Tham mim xay dung van ban quy dinh bien phap thuc hien nhiem vu an 
ninh quoc phong tren khong gian mang.

+ Xay dung nang luc tu chu, phan ung truoc cac boat dong xam pham chu 
quyen quoc gia tren khong gian mang.

- Don vi chu tri: Cong an Quan 10.
- Don vi phoi hop: Ban chi huy Quan su Quan 10.
- Thai gian thuc hien: Thubng xuyen.
4. Bao ve ha tang so, nen tang so, dfr lieu so, co’ so ha tang khong gian

mang
- N6i dung:
+ Tham gia dien tap thuc chien an toan thong tin mang theo ke hoach ci

1 Athanh pho.
+ Dinh ky to chuc ra quet ma doc, kiem tra danh gia an toan thong tin 

chuyen sau tai cac don vi.
+ Thuc hien nghiem tuc cac quy djnh phap luat ve bao ve an ninh mang; xac 

dinh cap do va trach nhiem bao dam an toan he thong thong tin theo tung cap do 
truoc khi dua vao su dung.

+ Chu dong giam sat, kip thbi phat hien nguy co mat an toan, an ninh mang 
trong qua trinh thi cong, lap dat thiet bi trong cac he thong thong tin. Uu tien su 
dung san pham, giai phap an toan, an ninh mang Make in Viet Nam.

+ Dau tu nguon luc, thubng xuyen nang cap he thong, cap nhat ban quyen, 
nang cao nhan thuc va ky nang an toan, an ninh mang cho can bo, cong chuc, vien 
chuc va ngubi lao dong.

+ To chuc dieu phoi mang lubi ung pho, khac phuc su co an toan, an ninh 
thong tin, phoi hop chat che vbi cac co quan, don vi trong ung pho. khac phuc su 
co an ninh mang

+ Trien khai cac bien phap phong ngua, dau tranh, xu ly hanh vi xam pham 
an ninh mang, boat dong cua cac dbi tuong, the luc thu dich su dung khong gian 
mang xam pham chu quyen, Iqi Ich, an ninh quoc gia, trat tu an toan xa hoi tai 
Quan 10.

- Don vi chu tri: Van phong Uy ban nhan dan quan.
- Don vi phoi hop: Cac co quan, don vi thuoc quan.
- Thbi gian thuc hien: Thubng xuyen.
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5. Tao lap niem tin so, xay dung moi truong mang trung thuc 
minh, lanh manh; phong chong vi pham phap luat tren khong gian mang.

- Noi dung:
+ Giam sat, phat hien va phoi hap vai ca quan chuc nang va cac doanh 

nghiep nen tang so xir ly tin gia, thong tin vi pham phap luat trong pham vi quan

, van

iy-
r • A r+ Phat trien cac trang thong tin dien tu, trang mang xa hoi, tai Ichoan tren 

moi truong mang uy tin, nhieu tuong tac de tuyen truyen, dinh huong thong tin, du 
luan va phan bac hieu qua cac thong tin tieu cue ve dat nude, con ngudi Viet Nam.

- Chu tri thuc hien: Phong Van hda va Thong tin.
- Phoi hop thuc hien: Cac co quan, don vi thuoc quan, Uy ban nhan dan 14

phudng.
- Thdi gian thuc hien: Thudng xuyen.
6. Nang cao hieu qua cong tac quan Iy Nha nude ve an toan thong tin, 

an ninh mang trong cac co’ quan, don vj, doanh nghiep.
- Noi dung:
+ Ra soat, cap nhat quy dinh boat dong bao dam an toan thong tin, an ninh 

mang tai don vi.
+ Sir dung va quan ly khda bi mat (USB token) cua chu ky so, dich vu chung 

thuc chu ky so chuyen dung Chinh phu, chung thu sd, cac giai phap ma hda cua 
Ban Co yeu chinh phu theo dung quy dinh.

+ Ket noi, chia se thong tin vdi Trung tarn Giam sat an toan khong gian 
mang qude gia.

+ Kiem tra, danh gia va tong hop bao cao ve tinh hinh, ket qua trien khai 
Chien luoc.

- Don vi chu tri: Van phong Uy ban nhan dan quan.
- Don vi phoi hop: Cac co quan, don vi thuoc quan, Uy ban nhan dan 14

phudng.
- Thdi gian thuc hien: Thudng xuyen.
7. Bao dam ngan sach cho boat dong an toan thong tin, an ninh mang

hang nam
- Tdi thieu 10% kinh phi chi cho khoa hoc cong nghe, chuyen ddi sd, ung 

dung cong nghe thong tin de thuc hien cong tac an toan thong tin hang nam.
- Don vi chu tri: Phong Tai chinh - Kd hoach quan.
- Don vi phoi hop: Cong an quan, Van phong Uy ban nhan dan quan, Phong 

Van hda va Thong tin.
- Thdi gian thuc hien: Hang nam.
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IV. TO CHtre THlTC HIEN• •

1. Phong Van hoa va Thong tin

- Chu tri theo doi, don doc cac co quan, don vi trien Idiai thuc hien cac 
nhiem vu ve an toan thong tin mang dugc giao tai Ke hoach.

- Tham mini day manh boat dong bao dam an toan thong tin mang; gan ket 
cong tac bao dam an toan thong tin mang voi cong tac trien khai chuyen doi so, 
ung dung cong nghe thong tin, phat trien Chinh quyen dien tii huong tai Chinh 
quyen so, phat trien do thi thong minh, kinh te so va xa hoi so.

- Chu dong ra soat, phat hien va xu ly hoac de xuat, phoi hop voi cac co 
quan chuc nang co tham quyen xu ly thong tin vi pham phap luat tren moi truong 
mang thuoc ITnh vuc an toan thong tin mang.

2. Cong an quan

- Chu tri theo doi, don doc cac co quan, don vi, dja phuong trien khai thuc 
hien cac nhiem vu ve an ninh mang dupe giao tai Ke hoach nay.

- Tham muu day manh boat dong bao dam an ninh mang; tuan thu tieu 
chuan, quy chuan ky thuat, huong dan nghiep vu cua Bo Cong an va quy dinh cua 
phap luat ve an ninh mang; gan ket cong tac bao dam an ninh mang voi cong tac 
trien khai chuyen doi so, ung dung cong nghe thong tin, phat trien chinh quyen 
dien tu huong tbi chinh quyen so, phat trien do thi thong minh, kinh te so va xa hoi
so.

- Chu dong ra soat, phat hien va xu ly hoac de xuat, phoi hop voi cac co 
quan chuc nang co tham quyen xu ly thong tin vi pham phap luat tren moi truong 
mang thuoc ITnh vuc an ninh mang; tang cubng boat dong thanh tra, kiem tra, cong 
bo va xu ly nghiem cac hanh vi vi pham.

- Chu dong theo doi, don doc, kiem tra cac co quan, don vi trong viec trien 
khai thuc hien cac yeu cau, nhiem vu da dupe de ra trong Ke hoach.

3. Ban Chi huy quan su quan

- Chu tri, phoi hop cac don vi lien quan thuc hien theo chuc nang nhiem vu 
trong bao ve To quoc tren khong gian mang.

- Bao dam an toan thong tin, an ninh mang cho cac he thong thong tin quan 
su trong pham vi quan ly.

- Thuc hien phong ngua, ung pho, xu ly cac nguy co, thach thuc tu khong 
gian mang theo chuc nang, nhiem vu dupe giao.

4. Van phong Uy ban nhan dan quan
Chu tri, phoi hop cac don vi lien quan nang cao hieu qua cong tac quan ly 

Nha nude ve an toan thong tin, an ninh mang trong cac co quan, don vi tren dia 
ban quan.



5. Phong Tai chmh - Ke hoach
Bao dam kinh phi de thuc hien cac nhiem vu cua Ke hoach theo quy dinh 

cua phap luat ve ngan sach Nha nu'oc.
6. Uy ban nhan dan 14 phuong
- To chuc, phoi hop trien khai thuc hien cac nhiem vu theo Ke hoach.
- Uu tien bo tri nguon lire (nhan lire, kinh phi) va dieu kien de trien khai boat 

dong bao dam an toan, an ninh mang trong boat dong noi bo ciia co quan, don vj 
va ITnh virc quan ly.

IV. CHE DO THONG TIN, BAO CAO
- Be nghi cac co quan, to chuc dinh ky hang nam bao cao ket qua thuc hien 

(truoc ngay 05/11) ve Uy ban nhan dan Quan (thong qua Phong Van hoa va Thong 
tin) de tong hop, tham muu bao cao Uy ban nhan dan Thanh pho.

- Trong qua trinh trien khai thuc hien, neu co van de phat sinh, kho khan, 
vuong mac, cac co quan, don vi kip thbi de xuat trinh Uy ban nhan dan quan chi 
dao, giai quyet.

Tren day la Ke hoach hanh dong trien khai thuc hien Chien luge An toan, An
ninh mang quoc gia, chu dong ung pho voi cac thach thuc tu khong gian mang den \ >
nam 2025, tarn nhin 2030 tren dia ban quan, yeu cau cac don vi co lien quan 
nghiem tuc thuc hien./.

KT.CHU TICH 
PHO CHU TICI

Noi nhan:
- Sa TT&TT;
- TTQU;
- TTUB: CT, cac PCT;
- VPUB: C.VP/TH;
- Nhir tai muc III;
- Luu: VT, VH&TT.
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