UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
_ THANH PHO HO CHI MINH Déoc 1ap - Tu do - Hanh phuc
SO THONG TIN VA TRUYEN THONG

& 3196 /STTTT-CNTT Thanh pho Ho Chi Minh, ngay 29 thang 7 nam 2024

V& canh bao rui ro an toan thdng tin
lién quan dén san pham cua
CrowdStrike

Kinh gtri:
- Van phong Uy ban nhan dan Thanh phé H6 Chi Minh;
- CA&c s0, ban, nganh;
- Trung tm Chuyén d6i s6 Thanh phé;
- Uy ban nhan dan thanh phé Tha Puc;
- Uy ban nhan dan cac Quan/huyén;
- Céc cong ty, tong cong ty truc thuoc Uy ban nhan dan Thanh phd.

Theo théng bao ciia Cuc An toan thong tin — Bo Thong tin va Truyén
thong, ghi nhan cac thong tin lién quan dén san pham ctua CrowdStrike. Su ¢6
trén da gay anh huong toi nhiéu co quan, to chirc trén thé gidi, trong d6 bao gom
buc, Singapore, Tay Ban Nha, An D9, Israel, Nam Phi, .... Cu thé, cac may tinh
chay hé diéu hanh Windows 10 va cai dit phan mém Falcon Sensor cta hing
CrowdStrike déu gip 16i man hinh xanh (Blue Screen Of Death - BSOD) va
khong thé khoi dong lai dé hoat dong binh thuong. Piéu nay gy anh huong toi
hé théng thong tin va hoat dong cua ca nhan, co quan, td chirc. Nha phat trién
CrowdStrike da dua ra thong bdo xac nhan rui ro va thuc hién khoi phuc phﬁn
mém Falcon Sensor dé tranh giy thém anh hudng toi thiét bi cua nguoi dung.
(Pinh kem phu luc).

Nham bao dam an toan thong tin cho hé thong thong tin tai cac don vi, S¢
Thong tin va Truyén thong dé nghi cac don vi trién khai mot sd ndi dung cy thé
nhu sau:

1. Kiém tra, ra soat hé thong thong tin dang sir dung c6 kha ning bi anh
huong bai rai ro an toan thong tin trén. Chu dong theo dbi cac thong tin lién
quan nham thyc hién khac phuc rai ro trong trudong hop bi anh huong.

2. Tang cudng giam sat va sin sang phuong an xir ly khi phét hién c6 dau
hiéu bi khai thac, tin cong mang; dong thoi thuong xuyén theo ddi kénh canh

59 Ly Tu Trong, Quan 1, Thanh phé H6 Chi Minh
DT: (028) 35.202.727-385 Fax: (028) 35.202.424
E-mail: stttt@tphcm.gov.vn Website: http://www.ict-hcm.gov.vn



mailto:stttt@tphcm.gov.vn
http://www.ict-hcm.gov.vn/

bo cua céc co quan chirc ning va cac td chuc 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tan cdng mang.

3. DPau mdi hd tro

Doi ing clru sy ¢b an toan théng tin mang thanh phd:
- Sb dién thoai hotline 24/7: 0889490111.

- S dién thoai trong gio hanh chinh: 38233717 ext: 111.
Thu dién ta: ATTT@tphcm.gov.vn.,

S Thong tin va Truyén thong chuyén thong tin dén cac don vi dé biét va

khan truong thuc hién./.

Noi nhdn:

- Nhu trén;

- Giam ddc So;

- PGP V& Minh Thanh;

- Luu: VT, P.CNTT (TK.110).
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PHU LUC
TIN CHI TIET VE RUI RO AN TOAN THONG TIN
Céng van s6 3196 /STTTT-CNTTngay 29 [ 7 /2024
ciia 86 Théng tin va Truyén thong)

1. Théng tin chi tiét vé rii ro an toan théng tin lién quan dén san pham
cua CrowdStrike

Cuc An toan thong tin da phat hién rai ro an toan thong tin lién quan dén
san pham cta CrowdStrike. Cu thé, cac may tinh chay hé diéu hanh Windows 10
va cai dit phan mém Falcon Sensor ctia hing CrowdStrike déu gip 16i man hinh
xanh (Blue Screen Of Death - BSOD) va khong thé khoi dong lai dé hoat dong
binh thuong. Piéu nay gay anh hudng toi hé thong thong tin va hoat dong cuia ca
nhan, co quan, t0 chic. Nha phat trién CrowdStrike dd dua ra thong bio xac
nhan rui ro va thyc hién khoi phuc phén mém Falcon Sensor dé tranh gay thém
anh huong t6i thiét bi ctia ngudi dung.

Hwéng din khic phuc d6i voi cac thiét bi da bi anh huéng:

Buée 1: Khoi dong lai may tinh va vao ché do Safe Mode hodc Windows
Recovery Environment.

Buoc 2: Truy cédp thu muc “C:\Windows\System32\drivers\CrowdStrike”

Buoc 3: Xba bd céac tap tin c6 dinh dang “C-00000291*.sys” (tap tin co
dinh dang .sys va tén bat dau bang chudi C-00000291)

Buoc 4: Khéi dong lai may tinh va sit dung nhu binh thuong.
2. Tai liéu tham khao

https://supportportal.crowdstrike.com/s/article/Tech-Alert-Windows-
crashes-related-to-Falcon-Sensor-2024-07-19
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