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1. Thong tin cAc 16 hong an toan thong tin

Tr | M3 diem Mb ta Ghi chil
yéu/lo hong
- Biém CVSS: 9.8 (Nghiém trong)
- M6 ta: L hong cho phép dbi twong tan cong . :
CVE-2024- | truy cap va thuc hién cac hanh vi trai phép. | Drps/nvd-niste
1 : \ . ov/vuln/detail/C
23897 - Anh huong: Jenkins VE-2024-23897
- L6 hong déd c6 ma khai thac va dang bi khai
thac trong thuc té.
- biém CVSS: 9.8 (Nghiém trong)
- Mo tq: Lc~) h‘ong cho phép doi tuong tan cong https:/nvd.nist.g
CVE-2023- | thuc thi ma tir xa )
2 : , . ov/vuln/detail/C
45249 - Anh huong: Acronis Cyber Infrastructure VE-2023-45249
- L6 hong déd c6 maé khai thac va dang bi khai
thac trong thuc té.
- biém CVSS: 7.2 (Cao) ’ ,
- M6 ta: L6 hong cho phép doi tugng tan cong _ :
CVE-2024- | truy cap va thuc thi cae hanh vi trai phep. | Dps/nvd-niste
3 : \ . ov/vuln/detail/C
39717 - Anh huong: Versa Director GUI VE-2024-39717
- L6 hong déd c6 ma khai thac va dang bi khai
thac trong thuc te.
- Diém CVSS: N/A
- M6 ta: Ld hong cho phép d6i tuong tan cong ) :
CVE-2024- | truy cap va thuc thi cac hanh vi trai phép. hitps://nvd.nist.g
4 : \ . . ov/vuln/detail/C
6800 - Anh huong: GitHub Enterprise Server VE-2024-6800
- L6 hong chua c6 ma khai thac va chua bi khai
thac trong thuc té.
- biém CVSS: 8.1 (Cao) ,
- Mo tq: L(~) h‘ong cho phép do1 tugng tan cong https://nvd.nist.g
5 CVE-2024- | thyc thi ma tr xa. ov/vuln/detail/C
7589 - Anh huéng: FreeBSD

- L3 hong chwra c6 ma khai thac va dang bi khai
thac trong thuc te.

VE-2024-7589




Tr | M3 diem M ta Ghi chii
yéu/10 hong
- biém CVSS: 9.8 (Nghiém trong)
- M6 ta: Lo hong cho phép doi tuong tan cong ) :
CVE-2024- | truy cdp va thyc hién cac hanh vi trdi phép | ops/Mvd-niste
6 : \ ; ov/vuln/detail/
7593 - Anh huong: Ivanti vIM CVE-2024.7593
- Lo hong da c6 ma khai thac va dang bi khai
thac trong thyc té.
- biém CVSS: 9.8 (Nghiém trong)
- M6 ta: L3 hong cho phép d6i tuong tdn cong
CVE-2024- leo thang dac quyén. . . https://nvd.ni'st.g
7 23000 - Anh huong: LiteSpeed Technologies | ov/vuln/detail/C
LiteSpeed Cache VE-2024-28000
- L6 hong da c6 ma khai thac va dang bi khai
thac trong thuc té.
- Diém CVSS: 7.2 (Cao) ,
- M6 ta: Lo hong cho phép doi tuong tan cong . :
CVE-2024- | truy cip va thuc hién cc hanh vi trai phép. | Lups:/mvd.nist.g
8 : \ : ov/vuln/detail/C
37085 - Anh huong: VMware ESXi VE-2004-37085
- L6 hong da c6 ma khai thac va dang bi khai
thac trong thuc té.
- biém CVSS: 9.8 (Nghiém trong)
- M6 ta: L hong cho phép doi tuong tan cong
thuc thi ma tur xa.
CVE-2024- | Anh hu’(mg: Microsoft Wipdows Server https://nvd.ni.st. g
9 33077 2008, Windows Server 2019, Windows Server | ov/vuln/detail/C
2012, Windows Server 2022, Windows Server | VE-2024-38077
2016.
- LS hong da c6 ma khai thac va dang bi khai
thac trong thyc té.
- Piém CVSS: 9.8 (Nghiém trong)
- Mo tq: L(~) h‘ong cho phép doi1 tugng tan cong https:/nvd.nist.g
1o | CVE-2024- | thyc thi ma tir xa. . ovivuln/detail/C
38063 - Anh huong: Microsoft Windows 10 VE-2024-38063
- L6 hong da c6 ma khai thac va dang bi khai
thac trong thuc té.
- biém CVSS: 8.1 (Cao)
CVE-2024- | Mo ta: L hong (;ho phép dbi tuong tan cong https://nvd.ni.st.g
11 6387 truy cap va thuc hién cac hanh vi trai phép. ov/vuln/detail/C

- Anh hudéng: OpenSSH.
- L6 hong da c¢6 ma khai thac va dang bi khai

VE-2024-6387




Ma diém

TT A X v R Mo ta Ghi chu
yéu/10 hong
thac trong thuc té.
- Diém CVSS: N/A
- Mo ta: Lo hong cho phep dbi tuong tan cong
thue hién tin cong tir chdi dich vu, truy cép va | https:/nvd.nist.g
CVE-2024- )
12 40766 thue hién cac hanh vi trai phep. ov/vuln/detail/C
- Anh huong: SonicWall SonicOS VE-2024-40766
- L6 hong chua ¢6 ma khai thac va dang bi khai
thac trong thuc té.
2. Danh sach top 10 diém yéu, 16 hong ton tai phé bién
pr | Madiemyéw | SL may bi Ghi chi
10 hong anh huong
https://nvd.nist.gov/vuln/detail/ CVE-
| CVE-2022-26809 15468 2022-26809
https://nvd.nist.gov/vuln/detail/ CVE-
2 | CVE-2023-21716 6697 2023-21716
https://nvd.nist.gov/vuln/detail/ CVE-
3 CVE-2024-8035 5324 2023-8035
https://nvd.nist.gov/vuln/detail/ CVE-
4 CVE-2024-8198 2334 20218198
https://nvd.nist.gov/vuln/detail/ CVE-
5 CVE-2024-38223 2050 2024-38223
https://nvd.nist.gov/vuln/detail/ CVE-
6 CVE-2024-7256 1844 2024-7256
https://nvd.nist.gov/vuln/detail/ CVE-
7 CVE-2024-7550 1631 2021-7550
https://nvd.nist.gov/vuln/detail/ CVE-
8 CVE-2024-7531 1595 2023-7531
https://nvd.nist.gov/vuln/detail/ CVE-
9 CVE-2021-40444 992 2024-40444
https://nvd.nist.gov/vuln/detail/ CVE-
10 | CVE-2021-28310 781 2020-28310




2. Hwéng dan khic phuc

Bién phép tot nhat dé khac phuc 1a cap nhat ban vé cho céac 16 hong an toan
thong tin néi trén theo hudng dan cta hang. Quy don vi tham khao cac ban cap nhat
pht hop cho cac san pham dang st dung tai link ngudn tham khéo tai muc ghi chu.

3. Tai liéu kham khao
https://msrc.microsoft.com/update-guide/

https://www.zerodayinitiative.com/blog/2024/8/13/the-august-2024-
security-update-review
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